ReaderTT.config = {"pagecount":167,"title":"Hybrid Differential Software Testing","author":"Yannic Noller","subject":"Dissertation","keywords":"software testing, differential testing, differential analysis, program analysis, test input generation, fuzzing , symbolic execution, software engineering","creator":"","producer":"","creationdate":"D:20201001083931+08'00'","moddate":"D:20201006104101+02'00'","trapped":"False","fileName":"document.pdf","bounds":[[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286]],"bookmarks":[{"title":"Abstract","page":3,"zoom":"XYZ 152 1164 null"},{"title":"Zusammenfassung","page":4,"zoom":"XYZ 87 1164 null"},{"title":"Acknowledgments","page":5,"zoom":"XYZ 152 1164 null"},{"title":"Contents","page":7,"zoom":"XYZ 152 1164 null"},{"title":"List of Figures","page":10,"zoom":"XYZ 87 1164 null"},{"title":"List of Tables","page":11,"zoom":"XYZ 152 345 null"},{"title":"Listings","page":12,"zoom":"XYZ 87 475 null"},{"title":"1 Introduction","page":15,"zoom":"XYZ 152 1164 null","children":[{"title":"1.1 Motivation","page":15,"zoom":"XYZ 152 272 null"},{"title":"1.2 Research Problem","page":17,"zoom":"XYZ 152 1121 null"},{"title":"1.3 Existing Approaches and Limitations in a Nutshell","page":17,"zoom":"XYZ 152 114 null"},{"title":"1.4 Overview of the Research Method","page":18,"zoom":"XYZ 87 181 null"},{"title":"1.5 Contributions","page":19,"zoom":"XYZ 152 860 null"},{"title":"1.6 Thesis Outline","page":19,"zoom":"XYZ 152 517 null"}]},{"title":"2 Foundations","page":21,"zoom":"XYZ 152 1164 null","children":[{"title":"2.1 Fuzzing","page":21,"zoom":"XYZ 152 884 null","children":[{"title":"2.1.1 Blackbox, Greybox, and Whitebox Fuzzing","page":21,"zoom":"XYZ 152 640 null"},{"title":"2.1.2 Search-based Fuzzing","page":-1,"zoom":""},{"title":"2.1.3 Grammar-based Fuzzing","page":24,"zoom":"XYZ 87 527 null"}]},{"title":"2.2 Symbolic Execution","page":25,"zoom":"XYZ 152 139 null","children":[{"title":"2.2.1 Example","page":26,"zoom":"XYZ 87 795 null"},{"title":"2.2.2 Tools","page":28,"zoom":"XYZ 87 1121 null"},{"title":"2.2.3 Advanced Symbolic Execution Techniques","page":28,"zoom":"XYZ 87 681 null"}]},{"title":"2.3 Hybrid Analysis","page":30,"zoom":"XYZ 87 389 null","children":[{"title":"2.3.1 Strengths and Limitations of Fuzzing","page":30,"zoom":"XYZ 87 248 null"},{"title":"2.3.2 Strengths and Limitations of Symbolic Execution","page":31,"zoom":"XYZ 152 1034 null"},{"title":"2.3.3 Existing Hybrid Techniques","page":31,"zoom":"XYZ 152 855 null"}]},{"title":"2.4 Differential Program Analysis","page":-1,"zoom":"","children":[{"title":"2.4.1 Regression Analysis","page":-1,"zoom":""},{"title":"2.4.2 Worst-Case Complexity Analysis","page":37,"zoom":"XYZ 152 501 null"},{"title":"2.4.3 Side-Channel Analysis","page":39,"zoom":"XYZ 152 196 null"},{"title":"2.4.4 Robustness Analysis of Neural Networks","page":43,"zoom":"XYZ 152 240 null"}]}]},{"title":"3 Research Method & Contribution","page":49,"zoom":"XYZ 152 1164 null","children":[{"title":"3.1 Assumptions","page":49,"zoom":"XYZ 152 906 null"},{"title":"3.2 Concept: HyDiff","page":49,"zoom":"XYZ 152 466 null"},{"title":"3.3 Research Questions","page":51,"zoom":"XYZ 152 102 null"},{"title":"3.4 Evaluation Strategy","page":52,"zoom":"XYZ 87 318 null"},{"title":"3.5 Summary","page":56,"zoom":"XYZ 87 533 null"}]},{"title":"4 Differential Fuzzing","page":57,"zoom":"XYZ 152 1164 null","children":[{"title":"4.1 Overview","page":57,"zoom":"XYZ 152 704 null"},{"title":"4.2 Approach","page":59,"zoom":"XYZ 152 309 null","children":[{"title":"4.2.1 Mutant Selection Mechanism","page":-1,"zoom":""},{"title":"4.2.2 Input Evaluation","page":61,"zoom":"XYZ 152 231 null"}]},{"title":"4.3 Example","page":62,"zoom":"XYZ 87 765 null"},{"title":"4.4 Technical Details","page":65,"zoom":"XYZ 152 461 null","children":[{"title":"4.4.1 Measuring Execution Cost","page":66,"zoom":"XYZ 87 1013 null"},{"title":"4.4.2 Measuring Patch Distance","page":66,"zoom":"XYZ 87 378 null"},{"title":"4.4.3 Measuring Decision Difference","page":67,"zoom":"XYZ 152 668 null"},{"title":"4.4.4 Measuring Output Difference","page":67,"zoom":"XYZ 152 211 null"}]},{"title":"4.5 Preliminary Evaluation","page":69,"zoom":"XYZ 152 418 null"},{"title":"4.6 Summary","page":70,"zoom":"XYZ 87 752 null"}]},{"title":"5 Differential Dynamic Symbolic Execution","page":71,"zoom":"XYZ 152 1164 null","children":[{"title":"5.1 Overview","page":71,"zoom":"XYZ 152 656 null"},{"title":"5.2 Approach","page":72,"zoom":"XYZ 87 295 null","children":[{"title":"5.2.1 Central Data Structure: Trie","page":74,"zoom":"XYZ 87 388 null"},{"title":"5.2.2 Differential Exploration Strategy","page":76,"zoom":"XYZ 87 266 null"}]},{"title":"5.3 Example","page":78,"zoom":"XYZ 87 380 null"},{"title":"5.4 Technical Details","page":81,"zoom":"XYZ 152 625 null","children":[{"title":"5.4.1 Differential Expression","page":81,"zoom":"XYZ 152 250 null"},{"title":"5.4.2 Measuring Execution Cost","page":82,"zoom":"XYZ 87 249 null"},{"title":"5.4.3 Measuring Patch Distance","page":83,"zoom":"XYZ 152 947 null"}]},{"title":"5.5 Preliminary Evaluation","page":83,"zoom":"XYZ 152 725 null"},{"title":"5.6 Summary","page":84,"zoom":"XYZ 87 556 null"}]},{"title":"6 Hybrid Differential Analysis","page":85,"zoom":"XYZ 152 1164 null","children":[{"title":"6.1 Overview","page":85,"zoom":"XYZ 152 783 null"},{"title":"6.2 Approach","page":-1,"zoom":"","children":[{"title":"6.2.1 Inputs","page":-1,"zoom":""},{"title":"6.2.2 Collaborations between Components","page":-1,"zoom":""},{"title":"6.2.3 Outputs","page":87,"zoom":"XYZ 152 534 null"}]},{"title":"6.3 Example","page":87,"zoom":"XYZ 152 355 null","children":[{"title":"6.3.1 Setup","page":88,"zoom":"XYZ 87 315 null"},{"title":"6.3.2 Results","page":90,"zoom":"XYZ 87 322 null"}]},{"title":"6.4 Summary","page":92,"zoom":"XYZ 87 1008 null"}]},{"title":"7 Validation","page":93,"zoom":"XYZ 152 1164 null","children":[{"title":"7.1 Experimental Infrastructure","page":93,"zoom":"XYZ 152 841 null"},{"title":"7.2 Regression Analysis (A1)","page":94,"zoom":"XYZ 87 1013 null","children":[{"title":"7.2.1 Example & Drivers","page":94,"zoom":"XYZ 87 551 null"},{"title":"7.2.2 Evaluation Metrics","page":94,"zoom":"XYZ 87 284 null"},{"title":"7.2.3 Data Sets","page":95,"zoom":"XYZ 152 792 null"},{"title":"7.2.4 Evaluation Results","page":95,"zoom":"XYZ 152 374 null"},{"title":"7.2.5 Discussion","page":-1,"zoom":""}]},{"title":"7.3 Worst-Case Complexity Analysis (A2)","page":100,"zoom":"XYZ 87 646 null","children":[{"title":"7.3.1 Approach","page":100,"zoom":"XYZ 87 396 null"},{"title":"7.3.2 Example & Drivers","page":101,"zoom":"XYZ 152 396 null"},{"title":"7.3.3 Evaluation Metrics","page":102,"zoom":"XYZ 87 117 null"},{"title":"7.3.4 Data Sets","page":-1,"zoom":""},{"title":"7.3.5 Evaluation Results","page":105,"zoom":"XYZ 152 134 null"},{"title":"7.3.6 Discussion","page":-1,"zoom":""}]},{"title":"7.4 Side-Channel Analysis (A3)","page":111,"zoom":"XYZ 152 429 null","children":[{"title":"7.4.1 Approach","page":111,"zoom":"XYZ 152 137 null"},{"title":"7.4.2 Example & Drivers","page":112,"zoom":"XYZ 87 108 null"},{"title":"7.4.3 Evaluation Metrics","page":-1,"zoom":""},{"title":"7.4.4 Data Sets","page":118,"zoom":"XYZ 87 1015 null"},{"title":"7.4.5 Evaluation Results","page":118,"zoom":"XYZ 87 132 null"},{"title":"7.4.6 Discussion","page":-1,"zoom":""}]},{"title":"7.5 Robustness Analysis of Neural Networks (A4)","page":125,"zoom":"XYZ 152 836 null","children":[{"title":"7.5.1 Approach","page":125,"zoom":"XYZ 152 543 null"},{"title":"7.5.2 Example & Drivers","page":126,"zoom":"XYZ 87 534 null"},{"title":"7.5.3 Evaluation Metrics","page":129,"zoom":"XYZ 152 353 null"},{"title":"7.5.4 Data Sets","page":131,"zoom":"XYZ 152 113 null"},{"title":"7.5.5 Evaluation Results","page":133,"zoom":"XYZ 152 969 null"},{"title":"7.5.6 Discussion","page":136,"zoom":"XYZ 87 839 null"}]},{"title":"7.6 Discussion","page":137,"zoom":"XYZ 152 710 null","children":[{"title":"7.6.1 General Answers to Research Questions","page":137,"zoom":"XYZ 152 592 null"},{"title":"7.6.2 Contribution Results","page":139,"zoom":"XYZ 152 926 null"}]},{"title":"7.7 Limitations & Threats to Validity","page":139,"zoom":"XYZ 152 399 null","children":[{"title":"7.7.1 Limitations of the Proposed Approaches","page":139,"zoom":"XYZ 152 284 null"},{"title":"7.7.2 Threats to Validity","page":140,"zoom":"XYZ 87 947 null"}]},{"title":"7.8 Summary","page":141,"zoom":"XYZ 152 860 null"}]},{"title":"8 Conclusion","page":143,"zoom":"XYZ 152 1164 null","children":[{"title":"8.1 Summary & Impact","page":143,"zoom":"XYZ 152 998 null"},{"title":"8.2 Future Work","page":143,"zoom":"XYZ 152 271 null"}]},{"title":"Bibliography","page":145,"zoom":"XYZ 152 1054 null"},{"title":"Overview of Publications","page":165,"zoom":"XYZ 152 1054 null"},{"title":"Erklärung / Declaration","page":167,"zoom":"XYZ 152 1054 null"}],"thumbnailType":"jpg","pageType":"html","pageLabels":["i","ii","iii","iv","v","vi","vii","viii","ix","x","xi","xii","xiii","xiv","1","2","3","4","5","6","7","8","9","10","11","12","13","14","15","16","17","18","19","20","21","22","23","24","25","26","27","28","29","30","31","32","33","34","35","36","37","38","39","40","41","42","43","44","45","46","47","48","49","50","51","52","53","54","55","56","57","58","59","60","61","62","63","64","65","66","67","68","69","70","71","72","73","74","75","76","77","78","79","80","81","82","83","84","85","86","87","88","89","90","91","92","93","94","95","96","97","98","99","100","101","102","103","104","105","106","107","108","109","110","111","112","113","114","115","116","117","118","119","120","121","122","123","124","125","126","127","128","129","130","131","132","133","134","135","136","137","138","139","140","141","142","143","144","145","146","147","148","149","150","151","152","153"]};
